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Agenda

1. Last session’s pointers and answers to questions

2. News
1. Updates in the Best Practice Hub
2. ITAM 2022R2.5 / FNMS 2023R1

3. Java
1. The Java challenges and January changes
2. How Flexera helps you keep Java under control

1. Inventory normalization

2. Transparency

3. Exemption by file path (Embedded instance)
4. Licenses
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Last Session: SAM Operations Hub

e Useful pointers
* Recording and PowerPoint: here

* Answers to questions
* No question for last session!
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https://community.flexera.com/t5/Events-and-Webinars/Recording-and-Presentation-of-the-April-SAM-Best-Practices/ba-p/272849/jump-to/first-unread-message

News

ITAM 2023 R1
* End Of May / June
e Will include
* Some fixes for Cloud Customers (versus 2022R2.4)
* For on-premises customers
* The SAM Operations Hub (Snapshot, trend, Enterprise Filter)
* Oracle Java Worksheet
* Trends in the SAM Optimization Hub

* Operations Hub reports (vCenter Inventory Troubleshooting, Unrecognized
Inst?ller E\)/idence Analysis, Oracle Inventory Troubleshooting, License Issues
Analysis...

* Intune Inventory Adaptor
* Inventory and compliance for Linux VMs on zOS
* Allocation Reason

* The “Best practice Hub”

. Givkc)es many pointers to existing best practice and visibility on the 3 coming
Hubs.

* Information on the new Cloud Migration License Impact Simulation Engine

Please check if you received the
* Flexera April ITAM Newsletter
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This is all about sharing and applying best practices

You may have seen here and there interesting KB articles, using the powerful customizations
possibilities of FNMS to provide extensions to the out of the box value for reporting or automations...
The issue is that the articles are spread and unless you know what you look for you may miss some
interesting information.

The purpose of this post, that will be extended over the time, is to provide you with a "SAM Best
Practices Hub", a single pane of glass to understand and use the published solutions and the coming
features: SAM Optimization Hub in 2022 Q3, SAM Operations Transparency Hub in Q4 2022, a SAM Data
Transparency Hub in 2023... where these best practices will be progressively incorporated.

The solutions are addressing both ends of the "SAM Maslow Pyramid" (from bottom to top) and are
anticipating where Flexera goes with SAM:

* Provide data and KPIs to monitor the health of your SAM Project. The custom reports will
gradually be included in the SAM Operations Transparency Hub... Planned for 2023 Q1

* Provide transparency on your SAM data (usage, Oracle instances and options details, overview on
SAP inventory...). The SAM Data Transparency Hub s planned for 2023 Q2

* Provide the high end value that does beyond compliance, with a focus on Optimization. Most of
reports have been productized in 2021/2022. The SAM Optimization Hub delivered in 2022 Q4



https://community.flexera.com/t5/FlexNet-Manager-Blog/Flexera-ITAM-Best-practice-information-available-in-Flexera/ba-p/229105

Java: the new paradigm and
how Flexera keeps things
under control



Agenda

* The Java challenges...
* Multiple licensing changes, various counting logics
* Licensable / freeware versions challenging to track
* Java can be embedded

* The Flexera One ITAM / FlexNet Manager answer
* Normalization
* Transparency
* Exemption by file path feature for Embedded instances
» Step by step approach on creating licenses
* Demo
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Context: the Oracle Java challenges

(FE) 10K |
Oracle has made JDK / JRE licensable for all editions in 2019 || [sreuwey | [ s “
e JavaJDK 11 (That includes JRE) is licensable... “ '
 JDK/ JRE legacy versions get licensable for new updates for corporations

 An option is to use OpenJDK, but this is a complex migration project

 Javaisincluded in some Oracle Licensed applications:
https://www.oracle.com/technetwork/java/javase/terms/oaa.html

* |nJanuary 2023, Oracle has made Java an enterprise-wide subscription

 Customers with existing contracts stay under the same agreement (Users for
desktops / Oracle processor for servers)

* For new agreements: 1 licensable installation requires the full employee scope to
be licensed. Focus is now: “ 0 licensable installation”.
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https://www.oracle.com/technetwork/java/javase/terms/oaa.html
https://www.flexera.com/blog/it-asset-management/what-you-need-to-know-about-the-new-oracle-java-licensing/

How Flexera helps you keep Java under control

* Flexera is Java verified

* Provides transparency
* Oracle Java Worksheet (New!)
* Application transparency report

* Recognizes Licensable / Non-Licensable versions of Java
* Manages Embedded instances

* Computes your consumption

 |f you are on an existing Oracle Master Agreement Contract (with Java Subscription
before January 2023): Desktop (/user) versus Server (Oracle Processor)

* |f you have no subscription prior to January 2023: 1 licensable installation = a
scription for all Full time / part time employees
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Flexera is Java verified

* https://www.oracle.com/corporate/license-

management-services/tooling.html

 What Java Verified means

* Flexera agent collects the data needed for Java
tracking

* File evidence only

e Additional fields — full transparency in Java Worksheet
Report

* Flexera ITAM / FlexNet Manager include Java in
the GLAS evidence file
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Oracle audit data scanning

Administration / IT Asset Management Settings / General

_ (] Synchronize device location with site subnets

“‘J (] Synchronize enterprise groups in user and device properties

Contracts (] Synchronize assigned user with calculated user ;

Virtual machines:

((IJ) Link virtual machine to the same asset as WM host
Inventol
A [ Update virtual machine location to match host location

Update virtual machine cost center and corporate unit to match host properiies:

@ ) Always

Licensing () Never

(® Only when virtual machine has no existing group

4
Obsolete inventory
Purchases
Remove inventory devices that have not uploaded FlexNet inventory for some fime.

ﬁ Remove after:  Never v
Security .
Oracle Database instances
4— Remove Oracle instances that have not reported inventory for some time.
Integrations. Remove after.  Never v

Oracle GLAS audit report

Determine which evidence is included in the Oracle GLAS audit report:
Include Oracle database instances
(] Include Oracle Fusion Middleware

[J Include Oracle Java

Inventory / Inventory / Oracle Instances

Oracle database instances, the computers they are on, and an "Oracle GLAS evidence archive”

0 rac I e I n Sta “ ces for authorized operators to download.

Gracle GLAS evidence archive ! Download the archive,
T Add1i

Enable collection of Oracle Fusion Middleware audit data

Enable collection of Oracle Java audit data


https://www.oracle.com/corporate/license-management-services/tooling.html
https://www.oracle.com/corporate/license-management-services/tooling.html

Flexera normalization: Java public / restricted patterns

1. Source of truth: https://www.oracle.com/java/technologies/downloads/archive/
2. JavaSES:
1. Java 5 Until (& incl.) update 22 => “PUBLIC”
2. Java 5 update 23 & up => “RESTRICTED”
3. Java 5 (all update) where build >30 => “RESTRICTED”
3. JavaSE6:
1. Java 6 Until (& incl.) update 45 => “PUBLIC”
2. Java 6 update 51 & up => “RESTRICTED”
3. Java 6 (all update) where build >30 => “RESTRICTED”
4, JavaSE7:
1. Java 7 Until (& incl.) update 79 => “PUBLIC”
2. Java 7 update 80 & up => “RESTRICTED”
3. Java 7 (all update) where build >30 => “RESTRICTED”
5. Java SE8:
1. Java 8 Until (& incl.) update 202 => “PUBLIC”
2. Java 8 update 211 & up=> “Restricted” (License change — 16/04/2019)
3. Java 8 (all update) where build >30 => “RESTRICTED”
6. JavaSE9/10
1. Java 9 & 10 => Public
2. Java 9 & 10 (all update) where build >30 => “RESTRICTED”
7. Javall
1. Java 11 Until (&incl.) update 2 => Public
2. Java 11 update 3 => “RESTRICTED”

8. Java 12 and more => “Restricted” (Licensing modification — 16/04/2019)
9. Java 17: Public: for a period and depends on your contract. “Oracle Master Agreement (OMA)” will not be free because it already includes
a Java subscription, or “Oracle No-Fee Terms and Conditions” (NFTC) license will be free
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https://www.oracle.com/java/technologies/downloads/archive/

How this is reflected in the ARL

ADD“C&]tIOﬂ PFODeFtIeS Oracle Java Platform 8 Standard

. Source:
Evidence

File evidence

Search for file evidence to add Search

Suite containing appl

* Recent changes
* Installer evidence is no
longer used
e Javaw.exe comes with

.
java.exe
0
]
|:| java.exe 8.0.%.61 Java(TM) Platform SE binary Oracle® Af least one Java(TM) Platform SE All
|:| java.exe 8.0.212% Java(TM) Plaitform SE binary Oracle® At least cne Java(TM) Platform SE 8 Al
|:| java.exe 8.0.241% Java(TM) Platform SE binary Oracle% Af least one 8.0.241% Java(TM) Platform SE & All
I:‘ java.exe 8.0.251% Java(TM) Platform SE binary Oracle%: At least one 8.0.251%
[ javaexe  80.211% Java(TM) Platform SE binary Oracle® At least ane L] Name Lleseiibin FEdp o dils fEEAL e
|:| java.exe 8.0.231% Java(TM) Platfarm SE binary Oracle%: At least one 8.0.231% lI A v
ol wme|Updates o e 0 o e
[] javaexe  502610.% Java(TM] Platform SE binary Oracle% At least one 8.0.2610.12 O wibinfiava Java(TM)% At least one 1.8.0_%-b32
0 java.exe 8.0.2710.% Java(TM) Platform SE binary Oracledt At least one 0 miniava Java(TM)% Al least one 1.8.0_%-b33
|:| java.exe 5.0.%.41 - Oracle® At least cne ]
|:| java.exe 8.0.%.43 B u I Id S Oracle® At least one Java(TM) Platform SE &
I:‘ java.exe 5.0.%.54 Java(TM) Platform SE binary Oracle®: At least one Java(TM) Platform SE & Al
|:| java.exe 8.0.%.31 Java(TM) Plaiform SE binary Oracle% Af least cne Java(TM) Platform SE & All
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J ava C h a n ge S i n A R L 2 7 4 O Application Properties orce s unmansged appiication

Possible issues for this application

Evidence
nstaller | Fle | WMI__|_ Access | Suiteand member

Installer evidence

* Content Blog post

* A new Oracle Java Unmanaged application -« «oee [0 7] [em cu===
has been created 1 oo e weme v e oo

* |t gathers all installer evidence of commercial
versions of Java

* |tis a good reference for Java but only Java
Platform Commercial using file evidence should = ot [ .
be use Sertofife: Nore

* You can flag the app as “Import detailed Release cate: None
eVidence” End ofsales. None

End of support:  None

* Installer evidence is no longer used crdotxtende Nons

support:

* Prevented from using the Exemption by file path Engalie. None
* Was causing false positives (OUI particularly)

Information:  Java commercial applications are recognized through File Evidence. This is here to hide the Installer -
Evidence, so that it wont cause false positive.

OO0OOO0OOOoOooag

Details

e Java.exe AND javaw.exe are now used

hitps:/Awww.oracle.comiinjava/

This application is for an unspecified version of this software. Most inventory systems do not retumn
sufficient information to be able to accurately determine details of what version of the product has been
installed.
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https://community.flexera.com/t5/FlexNet-Manager-Content-Blog/Change-in-Java-recognition/ba-p/272458
https://docs.flexera.com/fnms/EN/WebHelp/index.html#tasks/ExemptEmbedded.html

Use a recent agent & File evidence!

* On Unix, the agent has been enhanced in 2021 R1 to run Java —version and collect
e Full version information
* File evidence with path

* For all versions, 2022R2 extends Java verified data collection
* AMC agent
e Mission Control data
* Unlock Commercial Feature

* You need to collect File evidence
e All files

* Or specific file: IncludeFile Java.exe, javaw.exe

Oracle audit data scanning

Enable collection of Oracle Fusion Middleware audit data

Enable collection of Oracle Java audit data

-- Create the new setting that will be pushed to the target: Target Windows
INSERT INTO BeaconTargetPropertyValue
6RESEgnTargetID, KeyName, Value

(2, 'CTrackerIncludeFile', 'java.exe,javaw.exe')-- Target 2 is "ALL Windows". Please CHECK!

INSERT INTO BeaconTargetPropertyValue
(BeaconTargetID, KeyName, Value¥

VALUES . ] . .

(1, 'CTrackerIncludeFile', 'java')-- Target 1 is "ALL Unix". Please CHECK!
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https://docs.flexera.com/FlexNetManagerSuite2022R2/EN/GatherFNInv/index.html#SysRef/FlexNetInventoryAgent/topics/PMD-IncludeFile.html

Don’t accept when asked to upgrade Java!

] =6 Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.76081
(c?» 2013 Microsoft Corporation. All rights reserved.

sMindowsssystem32>java —version
java version "1.8.08_144"

[ ] [ ]
e An old free version of Java in a 2uaciiSE Run ine Environnent Gwdld 186 sdep>
sMindowsssystem32 >
test system

* Every month, it was suggested to
upgrade (with a warning of

Java Setup - Welcome HE

change in licensing) y

e January 2023: Upgrade or
Uninstall?

Welcome to Java - Updated License Terms

The terms under which this version of the software is licensed have changed.
Updated License Agreement
This version of the Java Runtime is licensed only for your personal (non-commercial) desktop and laptop
use.

Commercial use of this software requires a separate license from Oracle or from your software vendor,
Click Install to accept the license agreement and install Java now or click Remove to uninstall it from your
system.

No personal information is gathered as part of our install process. Details on the information we collect

‘ Install ‘ I Remove ]

fIE):e ra ©2023 Flexera »




Another variation

Ljava

CHARLLE

Please remove unused versions of Java

It appears that you have not used Java on your system in over & months, We recommend that you uninstall it
by clicking the Remowe button below. If you later decide you need Java, you can re-install it from java.com.

If you wish to keep Java on your system, please update it by clicking the Update button below.
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Automated exemption of embedded Java instances

Application Transparency Report

Displays a list of installations with details about evidences used for recognition and whether the evidenca matches a file path exemption

T Add filter

\resu\ls retumed 20 ¥ rows perpage

DIN=E%NTY Search

Drag  column header here o group by that column

Evidencetype 4  Rawinstaller evidence type Inventory dale i i i Raw file path Raw evidence publisher Raw description Raw file size Path exemption reason

E | || a || || || | || ||

File: 71812021 java.exe 802710.9 Co\Program Files\avaljdk1 8.0_27 1ibin\ Oracle Corporation Java(TM) Platiorm SE binary 276,808 FlexNet Manager

Conneclion name

O File 71812021 java.exe 80.2710.9 Co\Program Files\Wavaljdk1 8.0_27 1\reibin\ Oracle Corporation Java(TM) Platform SE binary 276,608 FlexNet Manager
O Fie 71812021 java.exe 80.2910.10 C-\Program Files (x86)\Commaon Files\Oracie\avaljavapath_target 2864041375\ Oracle Corporation Java(TM) Platiorm SE binary 276,256 FlexNet Manager
O File 71812021 java.exe 80.2810.10 C-\Program Files (x86)\Javaljre1.3.0_201\bin\ Oracle Corporation Java(TM) Platform SE binary 245536 FlexNet Manager
O File 71812021 java.exe 80.2910.10 Co\Program Files\Javaljre1.5.0_29 1tin\ Oracle Corporation Java(TM) Platiorm SE binary 276,256 FlexNet Manager
O Fie 71812021 java.exe 802510.8 C-\Pragram Files (x86)\Common Files\Oracie\avaljavapath_targel 2721846218\ Oracle Carporation Java(TM) Platiorm SE binary 208,040 Flexiet Manager
O Fie 71812021 java.exe 802510.8 C-\Program Files (x86)\avaljre1.8.0_251ibin\ Oracle Corporation Java(TM) Platiorm SE binary 192,680 Flexet Manager
O Fie 71812021 java.exe 802510.8 C-\Program Files\Javaljre1.8.0_2511bin\ Oracle Carporation Java(TM) Platiorm SE binary 208,040 Flexiet Manager
O Fie 71812021 java.exe 6021051 E:\Siebel\15.0.0.0.0\eappwebljdkibint Sun Microsystems, Inc. Java(TM) Platiorm SE binary 139.264  Part of a Siebel install Flexet Manager
O Fie 71812021 java.exe 60210.51 E:\Siebell15.0.0.0 0\sappwebljdkireibint Sun Microsystems, Inc. Java(TM) Platiorm SE binary 139.264  Part of a Siebel install Flexiet Manager
O Fie 71812021 java.exe 6021051 E15ibei15.0.0.0.0isesydkibint Sun Microsystems, Inc. Java(Th) Platform SE binary 139.264  Part of a Siebel install Flexhet Manager
O Fie 71812021 java.exe 60.210.51 E:1Siebell15.0.0.0.0\sesyakirebin Sun Microsystems, Inc. Java(TM) Platform SE binary 139.264  Part of 2 Sisbel install Flexhiet Manage

java.exe 60.750.13 c: :_006_a_t DataiLocal 018-05-17_01-47-05P Ml Sun Microsystems, Inc. Java(TM) Platform SE binary 172,944 FlexNet Manager

Ability to define the Exemption by file path

Installations with the following file paths do not contribute to license consumption:

l(embedded path” 3 results retumed 20 W rows per page *v =Dl .Y Search

Path

2 Paths +
C\Users\EGLC_006_a_schiseb\% schiseb User exemption (dummy) m s
E:\Siebel% Part of a Siebel install % m é

License Properties Oracle Java Platform All Versions
b

Related devices

License type: Oracle Processor

aled o these devices, or they have software installed that is consuming from this license (as at 7.03 pm 1/5/2022).

Automated exclusion
— from license
consumption - comreaons

B identif 3

&) Userights & rules

—o T

- 0 Unallocated Exempted by file path
(4] 512200013072 1 Unallocated

(m] sedemfcos001 2 Unallocated

() sgagawwuni0 Unallocated

[m]

fle)iera 2023 flexera o o w4y Connption



What are the embedded paths?

 Famous Oracle product’s paths

O D B CI |e nt . Schedule A Products and Schedule B Products

*The definitions used in the Oracle Technology Network License Agreement for Oracle Java SE have the same meaning in this document.

The following list of Schedule A Products and Schedule B Products is the exclusive list of products for the purposes of the definition of Oracle Approved Product Use under the Oracle Technology Network

[} %\O raC I e\p ro d u Ct\%\c I i e nt 1\j d k\j re\b i n\ License Agreement for Oracle Java SE. The Oracle Technology Network License Agreement for Oracle Java SE does not grant You any right to use the Schedule A Products or Schedule B Products.
* Siebel:
.
 Siebel%bin/
. N Oracle Forms, and applications that contain Oracle Forms.
O S I e b e I % b I n\ Oracle E-Business Suite, and applications that contain Oracle

E-Business Suite.

Program Approved Schedule A Products Approved Schedule B Products

Oracle WebLogic Server Product client applications.

[ ] We b LO g I C " glzic‘:;lﬁ:\iiﬂ:::}ﬁg;:}:};grade I3 CEERIADEE Oracle SQL Developer Oracle Coherence Product client applications.
.

JD Edwards products.
Oracle AutoVue products.

* %/Weblogic/%/bin/ s s S
b %\We b I Og i C\%\b i n\ Any other Programs not listed above including the Oracle Java

* All paths related to IBM products: IBM Java k
* %IBM%jre%bin/
* %IBM%jre%bin\

* Symantec: Symantec Java FAQ

* Endpoint Protection manager agent: %Symantec Endpoint Protection Manager\jre\bin\ (rmq:
embedded version: JRE 1.8u25)

* Flexera is not going to deliver this as part of content but can aggregate « Community
Contributions » (KB article to come)

None None
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https://www.oracle.com/java/technologies/javase/approved-product-use-list.html
https://www.ibm.com/support/pages/java-sdk-support-commercial-licensing-faq
https://knowledge.broadcom.com/external/article/150948/how-are-symantec-products-affected-by-or.html

More transparency with the Oracle Java Worksheet

Reporting / Compliance Reports [ Oracle Java Worksheet

Oracle Java Worksheet

Detailed infarmation about your Oracie Java deployment, gathered by the Flexera agent and modeled on Oradle's awn spreadsheat

aaaaaaaaaa ¥ Enterprise All F Run Report

Instaliztion dste Release file sxists  Frocessor model

e Reflects what is in the GLAS file

e “Coming from other product” field is coming from “Oracle Embedded by File Path
Exemption”

* Provides information that is not directly used in reconciliation yet:
AMC agent, Mission Control data, Unlock Commercial Feature. Consider rows with these

flags as “Additional Licensable installations”
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End to end process in ITAM / FNMS (contract signed prior
to Jan 2023)

* Create two licenses (one for Servers, One for Desktops)
* Make sure Server consumes first
e Use the Intelligent restriction for the server license

* Observe raw file evidences in the “Application transparency” report and
their path to identify “embedded paths”

 Tweak the “Exemption by path” of the two licenses
* Wait for next import, observe, tweak again...

flexera. ooz«




End to end process in ITAM / FNMS (NO contract signed
prior to Jan 2023)

* Create one license (per user)

* Observe raw file evidences in the “Application transparency” report and
their path to identify “embedded paths”

 Tweak the “Exemption by path” of the license
* Wait for next import, observe, tweak again...

* The license will not count the consumption... One licensable installation
(consumption is not 0) will mean all employees (Full time, part time,
contractors) must be licensed.
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Demo



Thank you!



About Flexera

Flexera delivers SaaS-based IT management solutions that enable
enterprises to accelerate digital transformation and multiply the value of
their technology investments. We help organizations inform their IT with
definitive visibility into complex hybrid IT ecosystems, providing

unparalleled IT insights that allow them to seize technology opportunities.

And we help them transform their IT with tools that deliver actionable
intelligence across an ever-increasing range of dimensions to effectively
manage, govern and optimize their hybrid IT estate.

More than 50,000 customers subscribe to our technology value
optimization solutions, delivered by 1,300+ passionate team members
worldwide. To learn more, visit flexera.com
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